
ICA Diploma in Financial Crime Compliance

In this course we explore financial crime compliance and learn how to create, implement and manage a 
number of strategic responses in order mitigate financial crime, and we teach you how to be an effective 
strategic advisor to the business.

You will learn about all aspects of financial crime – anti money laundering, 
sanctions, anti-corruption, customer due diligence – as well as gaining a 
detailed understanding of the dynamic regulatory landscape.  We will explore 
risk management strategies that can be implemented to monitor and manage 
risk in your organisation.  The important part good corporate governance plays 
in the establishment of a compliance mindset is a key area, and we learn how 
to inculcate a good ethical culture.  You will learn how to design and implement 
a governance risk and compliance system as well as about monitoring and 
surveillance processes, procedures and reporting.  Risk management strategies 
underpin so much of the compliance officer’s role, so we study policy creation, 
implementation, reporting and continuous improvement management.  You 
will gain an in depth understanding of the role of the compliance function 
and in particular the role of the money laundering reporting officer and  
benefit from a very focused look at the customer lifecycle from onboarding 
through transaction monitoring, ongoing due diligence, suspicious activity 
reporting, terrorist financing and proliferation and the vulnerabilities of certain 
products and services.  You will become highly competent in all aspects of data 
management including analytics and computational modelling, storytelling and 
visualisation, information security and cybercrime.  People and performance 
management along with strong leadership skills are developed through 
dedicated activities.

What is covered in this programme?
• Dynamic Regulatory Environment
• Good Corporate Governance
• Risk Management Strategies
• Customer Lifecycle
• Strategic Management
• Data Management

What is the commitment involved?
• Completion of 6 modules
• Each module takes 7 weeks to complete and has 3 x 3-hour virtual 

classrooms, 70% of which must be attended
• Estimated study time is 4-6 hours per week

How is the programme assessed?
• 2 of the 6 modules are assessed by examination, lasting 3 hours and 15 

minutes
• 4 of the 6 modules are assessed by written assignments with a word count of 

between 3,000 and 3,500 words 
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The Dynamic 
Regulatory 
Environment

This specialist module anchors the importance of 
regulation and legislation in financial services.  We focus 
on the Singapore context of financial crime compliance 
and prevention. The role and key functions of MAS are 
discussed, and the types of regulatory instruments 
issued in Singapore.  We explore the fundamentals of 
compliance and financial crime prevention regulations, 
offering an insight into the purpose of regulation and 
how it is approached across the world. 

• Introducing MAS, the regulator, its mission, objectives, role and functions
• Why do we need regulation and the extent of regulators involvement with explored 

case studies e.g. on Covid-19
• Interpreting and understanding regulatory instruments 
• Analyses of case studies and examples of enforcement and implications to financial 

crime activities 
• Understanding the impact of the regulatory landscape applying a guidance framework
• Legal and compliance analyses in providing compliance advisory guidance  
• Analyses of global and industry best practices including standards
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Good 
Corporate 
Governance

In this core module, we look at corporate governance and 
its’ key concepts in detail. Corporate governance is the 
system of rules, practices and processes by which a firm 
is directed and controlled. We culture, ethics and code of 
conduct including training and development as part of 
the installation of the compliance mindset. The benefits 
of good corporate governance which leads to a successful 
business is explained.

• Background and key concepts of corporate governance
• Principles of Singapore code of corporate governance and Basel Committee for 

Banking Supervision principles
• Key provisions, policies and operational plans for robust governance 
• Impact of poor governance through shared case studies
• Culture, ethics, tone at the top, values and code of conduct  
• Singapore financial institutions’ conduct framework 
• Instilling a compliance mindset through effective training and development
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Risk 
Management 
Strategies

This core module provides an in-depth coverage on key 
elements of risk management frameworks to establish a 
functional and business sensible compliance programme.  
Widely practiced global standards such as ISO31000 
(2018) and COSO (2017) are shared.  The compliance 
function is discussed in detail along with reporting and 
escalation.  The importance and key methodologies of 
policy implementation and revision as well as continuous 
improvement management is also discussed.

• Key elements of an effective and functional enterprise risk management framework 
(ERMF)

• Key steps of the risk cycle including risk treatments
• Exploring internal and external risk drivers  
• Effective implementation and evaluation processes
• Role and purpose of the compliance function in managing compliance risks including 

the specific role of money laundering reporting officer (MLRO)
• Risk and compliance reporting requirements, and escalation procedures
• Continuous Improvements methodologies and initiatives
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4 Customer 
Lifecycle

This specialist module focuses on preventing, detecting 
and mitigating financial crime issues throughout the 
customer lifecycle.  We examine risks in respect of money 
laundering, fraud, bribery and corruption and more.  
We discuss in detail the key elements and pillars of an 
effective customer lifecycle governance framework as 
well as reporting requirements to authorities. Highlights 
of relevant regulatory requirements and useful case 
studies are shared for deeper understanding.

• Understanding the key elements and pillars of an effective customer lifecycle 
governance framework 

• Vulnerabilities of products and services
• Importance of transaction monitoring 
• Aspects of countering terrorism and proliferation financing
• Understanding and complying with Sanctions
• How to combat fraud, bribery and corruptions
• Understanding regulatory reporting requirements and designing an effective 

reporting programme
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Management

This core module provides concise descriptions and 
illustrations of core concepts of strategic management, 
planning and leadership.  You will understand how the 
changing environment and technologies impact a firm’s 
strategies and resource requirements.  We explore the 
interconnection between a firm’s visions, strategies, 
objectives, branding and performance.  The key functions 
of strategic leadership are discussed, developing your 
skills as a strategic advisor to the business. 

• Core concepts of strategic management that firms use to meet dynamic, competitive 
and fast pace business environment

• Applying strategic analysis tools to gather and analyse relevant information for 
decision making such as SWOT (Strengths, Weaknesses, Opportunities and Threats) 
analysis and Michael Porter’s five forces model

• Strategic resource based model in achieving superior returns
• The important functions of a strong and effective strategic leadership in stirring the firm
• Why is stakeholder management important? 
• Developing an effective stakeholder management programme that is fit for purpose
• Key project management techniques in managing stakeholders with respect to projects
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6 Data 
Management

In this core module we cover the role of data 
management in financial crime prevention and 
compliance. We explore data strategies and management 
process, reviewing industry best practice and how firms 
develop data management strategies in the context of 
financial crime risk mitigation.  We also demonstrate the 
role of data in legal and compliance analyses and explain 
how to design and develop data management strategies, 
methodologies for the evaluation of findings related to 
financial crime risks and exposures. 

• Apply and integrate data technologies into financial crime compliance operations 
• Business process review covering the practicality, feasibility and risks of new technologies 
• Collect, analyse, extract and interpret data for business insights and decision making
• Develop, select, utilize and apply statistical techniques, algorithms including advanced 

computations and statistical methods
• Combine data insights, dynamic visual displays with illustrative and interactive 

graphics and narrative representative formats to present pattern, trends, analytical 
insights and intelligence

• Designing storyboards and data displays to communicate key insights, trends and 
findings derived from data, incorporating new and advanced visualization techniques 
and messaging aligned to business needs and audience

• Technology integration and business transformation
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